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ADVANCE.AI
TOKEN AUTHENTICATIO
METHOD API DOCUME

Background: The current authentication
method with a single X-ADVAI-KEY, or known
as Official Access Key, is obtained only once
and is valid for use without timeout. This
makes it vulnerable to security breaches. As
part of our efforts to strengthen technical
security, ADVANCE.Al's X-ADVAI-KEY will be
replaced with a new approach of X-
ACCESS-TOKEN authentication. This API
Document serves as a guide to integrate
with TOKEN method.
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X-ACCESS-TOKEN Readme

Request Parameters:

Parameter Description

accessKey string the accesskey

signature string accessKey, secretKey and timestamp by SHA256 encrypt
timestamp string 13 digit timestamp,300 seconds before and after current time

periodSecond string optional Validity period defaults to 3600 seconds, minimum 60
seconds, maximum 86400 seconds. Unit is seconds

Note:
e You can find accessKey, secretkey on the Websaas Dashboard
e The timestamp in the “signature” must be consistent with parameter timestamp

Request URL:

e Indonesia: https://api.advance.ai/openapi/auth/ticket/vil/generate-token

e India: https://in-api.advance.ai/in/openapi/auth/ticket/vi/generate-token

« Malaysia: https://my-api.advance.ai/my/openapi/auth/ticket/vi/generate-token

o Philippines: https://ph-api.advance.ai/ph/openapi/auth/ticket/vi/generate-token
e Singapore: https://sg-api.advance.ai/intl/openapi/auth/ticket/vi/generate-token
o Thailand: https://th-api.advance.ai/th/openapi/auth/ticket/v1/generate-token

o Vietnam: https://vn-api.advance.ai/vn/openapi/auth/ticket/v1l/generate-token

e« Mexico: https://mex-api.advance.ai/mex/openapi/auth/ticket/vil/generate-token

Method: (application/json)

Response Description:

Parameter Description

code Response Status Code

message Message returned from server
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Parameter

data

extra
transactionld

pricingStrategy

Response Code:

Status Code

SUCCESS

Description

token accessToken

expiredTime Expiration timestamp

Extra response info such as exception message
the request id, the max length is 64

whether the request will be charged, enum type: FREE, PAY

Message

free OK

PARAMETER_ERROR  free Parameter should not be empty

free Timestamp error

free Signature error

ACCOUNT_DISABLED free Account Disabled

CLIENT_ERROR

curl -X POST
-d '{"accessKey"."22********x70b" "signature":"f786441e7b3d95f******xkxtxixrxx*x853a95a244f95

free HTTP 400 - Bad Request

22","timestamp":1648785145789,"periodSecond":120}'

"https://api.advance.ai/openapi/auth/ticket/v1/generate-token"

Version 1.0

Last Updated: 25 October 2022.



ADVANCE./N\

Sample @ Postman:

POST v https://api.advance.ai/openapi/auth/ticket/v1/generate-token

Params Authorization Headers (11) Body e Pre-request Script Tests Settings
none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v
1 {"accessKey":"accountaccesskey",
2 "signature":"signatureSHA256",
3 "timestamp" :1301617390460,
4 "periodSecond”:86400%
5

Scenario:

accessKey = 19f3bfc87cdb9c33
secretKey = 440cc5dee302a30b
timestamp =1665683270207 (Thisis 13 Digits EPOCH Time, check https://currentmillis.com/)

Steps:
1. To obtain the signature, combine accessKey + secretKey + timestamp, then
encrypt to SHA256.

= Result: CombineSignature =
19f3bfc87cdb9c33440cc5dee302a30b1665683270207

Note: CombineSignature is encrypted using SHA256, check:
https://emn178.qgithub.io/online-tools/sha256.html

CombineSignature above is encrypted using SHA256 which results in:
sighature = 22e20a4519cad37ecd5abb5c666828b2cfb06764ec3734c5faab132¢c5e369585

timestamp = 1665683270207 - This timestamp must be the same with encrypted
timestamp

periodSecond = 86400 - Validity period defaults 3600, min 60, max 86400. Unit is in
seconds.
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As a result:

{"accessKey":"19f3bfc87cdb9c33",
"signature":"22e20a4519cad37ecdb5abb5c666828b2cfb06764ec3734c5faab132c5e369585",
"timestamp":1665683270207,

"periodSecond":86400 }

POST v https://api.advance.aifopenapifauth/ticket/v1/generate-token

Params Authorization Headers (11) Body e Pre-request Script Tests Settings

none form-data x-www-form-urlencoded @ raw binary GraphQL JSON v

1 {"accessKey":"19£3bfc37cdb9c33",

2 "signature":"22e20a4519cad37ecd5abb5c666828b2cfh@6764ec3734c5£3a5132¢c5e369585",
3 "timestamp" :1665683270207,

"periodSeconc” :86400%

(S =N

Once token is generated, below success response will be obtained:

{
"code": "SUCCESS’,

"message”: "OK",
"data": {

"token": "eyJhbGciOiJluzUxMiJ9.eyJpc3MiOiJoNVIsaXZlbmVzcylsInN1Yil6IntcImN1c3Rv
PbWVySWRcljoONTI5SNDgyMixclmFjY291bnRJZFwiOjQ1MjkOODIzLFwicmVhbEIwXCI6XCIXND
kuMTEzLjlIMS4xMTZcInOiLCJhdWQIOiIJXRUIILCJpYXQiOjE2NjU20DQOMDUsIMV4cCIE6MTY?2
NTc3MDgwNX0.KhTKN1oeCipgdTwAsuEsDdjpOEJg-
JRrY1Xjlp6XL1K8IBqS5z2wAEYFkHH4fST1hPfovox_BhzJMfYntcxLfA",

"expiredTime": 1665770805553

3

"extra": null,

"transactionld": "29fe926815010bc9",
"pricingStrategy": "FREE"

Use the result token above in X-ACCESS-TOKEN parameter to hit the Service APl Query.
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Example Application for Database ID Validation API:

POST v https://api.advance.ai/openapi/face-identity/v3/database-id-validation
Params Authorization Headers (10) Body Pre-request Script Tests Settings
S
Headers < 8hidden
KEY VALUE
X-ACCESS-TOKEN eyJhbGciOiJIUzUxMiJ9.eyJpc3MiOiJoNVSsaXZIbmVzeylsInN1Yil6IntcimN1c3
Content-Type application/json
Valu
Params  Authorization  Headers (12) Bodye  Pre-request Script  Tests  Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL  JSON v Beautify
1 | N
2 "idNumber":  "320 001",
3 “name": - “RIDHO AKBAR",
4 “birthDate": "2002-10-28",
5 “birthPlace’ “cIfs",
6 "faceImage": "iVBORWOKGZOAAAANSUhEUZAAAZAAAAHOCAYAAAAT2nUAAAAEDM1DQ1BXQOEDb2x Ve INWYWNIR2VUZXIpYLIHQZAAOI2NVVIOHFUUPpUSsyskzoPUpaaSDv411LRsUtGE2u +ZoNt3Cy TbLRBKkMNS3Z1pI 3P/
KRpKT4UQRDBQOC 1y2itFCiBIM TOzu504a73L3PNmN09+59527 t4LkLgsl5belQIsGq4t5dPis8EmxMQ6dMFI0A198COTjpUQLSYBG+PCVIXt7yDG3t2t/£/Z+uuUECBIN2F2Kwayil iZQD
+FcllyXYAEQEvICddi+AnEO2ycIOISW7UAVxXieD/Cyz5mR} IB+c39l LRck2q5p0I909g/t/tkXdasT! 1Xk3HSIry5ps8UQ/
2W5aQnxIwBdu7yFcgrxPsR] HOI p9! DEg3h1nwT2ZKxuSE/LU: Igli Y 1pKojLjVdoNsfyiPi45hZmAn3uLWdpOt£Q0aVmikEs7ovi8hFiNpz7EV6melOLIXy23FMY1PYZenAx@yDB1/

PX601edmQ] ikikXCxqMISOWLEFCyHOXtSEkER +20H+PAtzITduTy gGEVEBaEVCTHSPEXD7EFZiNy TBEEOSQIAPIFt: h
f£+vbVrc162T

gcIpPkMBkhoyCSI81TZIxk@TpKDIXH11I2ZP0SAJREASNSNzeLvIvodOHG /mdkmOCAZBVKNZcQ2M/Y22vKldduXip9bleLuBZWn7viic+103Gcaail@yNrUnXLP/8I£59enX+c:

+gIfywBIuXi7CGCGH/zk98k/kmvI96I£In/I3uQ Lndfcl 7EKSMmXUdy £Q1rYL TwoZIUSwsPCZELPY 1hL3p2N6sT]! PWATOURpYGI3ym4
Body Cookies (1) Headers (6) Test Results @ Status: 200 OK Time: 1581ms  Size: 4598
Pretty  Raw  Preview  Visualize  JSON v
1 d
2
3
a
5
6
7
8 “birthPlace": “true”,
9 “facePercent”: "0.8"
10 1
1 "extra”: null,
12 “transactionId” dalé: 54",
13 “pricingStrategy”: "PAY"
12 J
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Save Response v
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